Cybersecurity and Cyber Insurance:
Like Peas & Carrots

written by Lauri Moon | June 20, 2024
Cyber-attacks are rapidly increasing in both
frequency and severity. Adversaries have
found new ways to exploit vulnerabilities for
profit, making even small and medium-sized
enterprises (SMEs) frequent targets.
Consequently, new regulations and
compliance standards are being introduced,
cyber insurance premiums have risen, and underwriters must ensure that their
clients have legitimate coverage. Join us to learn more about how the market is
responding to these new threats and price increases. We’ll share cyber coverage
checklists and explore how underwriters are fighting back by partnering with a new
kind of Cybersecurity solution that will keep your assets safe and your premiums
low.

Learning Targets:

= How your cyber and risk management controls affect cyber insurance terms,
conditions, and pricing

» Defense in depth with layered security

= Keys to identifying exposures, and ways to manage the risk associated with
them

» Determining “how much coverage is enough”

About the Presenters:

Andrew Hodge - Anderson Insurance Group
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Andrew Hodge is a Partner at Anderson Insurance Group where he serves as Vice
President and Commercial Insurance Consultant. Andrew has spent over a decade
working in Commercial Insurance as an Agent, Broker, and Underwriter with a large
focus in the Manufacturing space. Andrew’s experience in multiple facets of the
insurance industry gives him a unique perspective on how to best position his clients
for their Risk Management and Insurance programs.

Matthew Coppola - Coppola Enterprises, Inc.

Matthew Coppola is President of Coppola Enterprises, Inc. and has over 22 years’
experience providing consulting services to Coppola Enterprises, Inc. clients. His
credentials include an undergraduate degree in Business Administration from
Duquesne University in Pittsburgh, PA and an MBA from Duquesne’s John F.
Donahue Graduate School of Business. Coppola Enterprises is an IT and
Management Consulting firm located in Meadville, PA. Coppola Enterprises is a
trusted partner to many companies in the region providing MSP and Cybersecurity
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Navigate the prerequisites for cyber insurance compliance, understanding the
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specific safeguards and protocols insurers require. This session emphasizes
actionable steps to meet compliance standards, enhancing your eligibility and
positioning your business to effectively mitigate cyber-related risks.

Ready, Set, Respond: Your 72-Hour
Plan for Cyber Incidents
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A step-by-step guide to crafting a comprehensive response strategy that kicks in
when a cyber incident strikes. Learn how to mobilize your response team,
communicate effectively, and mitigate damage within the first 72 hours.

Tackling the Tough Ten: Strategies
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Break down the ten most challenging aspects of CMMC compliance. This session
offers practical strategies, expert tips, and resources to turn these hurdles into
milestones on your compliance journey.

Beyond Your Borders: Ensuring
Vendor Compliance with CMMC &
NIST 800-171
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Explore strategies to extend your cybersecurity standards to third-party vendors.
Learn how to assess vendor compliance, address gaps, and maintain a secure supply
chain in line with CMMC and NIST 800-171 standards.

CMMC 2.0: Navigating the Latest
Updates and What They Mean for
You
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Stay ahead of the curve with insights into the latest CMMC 2.0 updates, including
the impact of the revision of NIST SP 800-171 (Rev 3). Understand the changes,
anticipate new requirements, and learn how your business can smoothly transition

to the updated standards.
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Strategic Scoping: Simplifying
CMMC Compliance
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Uncover the art of ‘scoping’ to streamline your CMMC journey, focusing on defining

the IT boundaries that contain CUI. This approach not only simplifies compliance but
also makes it more cost-effective for small businesses.

Decoding CMMC: A Step-by-Step
Compliance Roadmap
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Unpack the complexities of CMMC compliance with a clear, step-by-step roadmap.
From scoping to certification, this session lays out each phase, helping you navigate
the path to compliance with confidence.
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Blueprint for Security: Essential
Policies and Procedures for Cyber
Defense
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Establish a solid cybersecurity foundation with the right policies and procedures.

This webinar guides you through the essential documents your business needs, from
incident response plans to data protection policies.

The Human Factor: Cultivating a
Culture of Cybersecurity Awareness
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From recognizing phishing attempts to safeguarding sensitive data, this webinar
empowers your workforce with essential cybersecurity knowledge. Create a human
firewall with informed, vigilant employees.
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